Policies, Safety and Social
Networking

What to do about what you may be ignoring.

Steve Dembo DiIscovery
Steve_ Demho@Discovery.com
Community.DiscoveryEducation.com E D 0ATOZ

Teach42.com
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A Vision of Students Today

A Vision of Students Today



http://youtube.com/watch?v=dGCJ46vyR9o

What do you do?

Text wvour ¥OTE to 41411

Teacher
CAST 3328

Technology Coordinator
CAST 3329

Library/Media Specialist
CAST 3330

LAdministrator
CAST 3331

Mot sure/Other
CAST 3332

0% 10%% 20%0 0% 40%% =0% S0% F0% 80%0 0%

My Poll Everywhere  hiip://tinyurl.com/4450fs



How do you keep your students safe?

E§HOATION



Education: A filter that will follow them.




90% Districts have students sign AUP
98% of schools use filters
80% have rules against chat and IM
60% have rules against hulletin boards or blogs
60% rules against sending and receiving email
Over USA prohibit social networking

AN =t

CREATING & CONNECTING//RESEARCH AND GUIDELINES ON ONLINE SOCIAL — AND EDUCATIONAL — NETWORKING

NATIONAL SCHOOL BOARDS ASSOCIATION




Filters: Fact and Fiction




Google

How do | bypass my schools' filter?

Google Search

I'm Feeling Lucky

Advanced Search
Freferences
Lanquage Toals
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an teachd2 Does yvour administration know what vou're doing? And if 50, do
Lﬂ ) they support it formally™ 20 minutes ago from web i

q teachrtechr (@teachd2 i refuse to answer that question... 06:21 P
: Cctober 11, 2007 from web in reply to teachd 2

gladZbe (@teachd? my district is forward-thinking, but not so
forward-thinking that they will unblock twitter and other social weh sites

06:21 PM Qctober 11, 2007 from web in reply to teachd 2

Colemama @teacha2 rmy principal not only knows what ' doing, but
sUpports it and joins me - as for the district, that's another story... 07:26

Fil Qctaber 11, 2007 from web in reply to teachd 2

dnorman @teachd 2 doubtful (probably not), and definitely not. 03:12 PM
Qctober 11, 2007 from weh in reply to teach42

=)
R

bknittle @teachd 2 they have absoluthy MO IDEA what we do in our Ed

Tech team does. Support inword for what they think we do, newver in

action 05:22 PM Qctober 11, 2007 from Spazin reply to teachd2 0 &

l traveltech {@ieachd? | have no confidence that admin knows what I'm
doing. Guite frustrating! Amy suggestions for changing this? 04:40 PM

e Cctober 11, 2007 from sweb in reply to teach42

- wvrotny (@ieachd 2 they know that | do some of this at school, but Inot
sure they know the extent and depth of what | do. Not sure where lines
are are 04:34 PM October 11, 2007 from web in reply to teachd 2

;ﬁ

mrmosesdotory (@ieachd’ - ves. | support myself wholeheartedly. 02:11
Fil Qctober 11, 2007 fram twittertific in reply to teachd 2







I am not an atorney and cannot give you legal aduice.
I am not an atorney and cannot give you legal aduice.
I am not an datorney and cannot give you legal aduice.
I am not an datorney and cannot give you legal aduice.
I am not an artorney and cannot gwe you legal advice.
I am not an artorney and cannot gwe you legal advice.
I am not an artorney and cannot gwe you legal advice.

I am not an artorney and cannot gwe you legal advice.
I am not an artorney and cannot gwe you legal advice.
I am not an atorney and cannot gwve you legal advice.
I am not an atorney and cannot gwe you legal advice.




CIPA

Chil drends I nternet Pr ot

A Schools and libraries must use computer filtering
software programs to prevent the on-screen depiction of
obscenity, child pornography or material that is harmful
to minors.

A Requwed to adopt and implement a policy addressing:

(a) access by minors to inappropriate matter on the Internet;

(b) the safety and security of minors when using electronic mail,
chat rooms, and other forms of direct electronic communications;

(c) unauthorized access, includingso-c al | ed #Ahacki ng
unlawful activities by minors online;

(d) unauthorized disclosure, use, and dissemination of personal
Information regarding minors;

(e) restricting minorso access t

n
hitp:/ /www.fcc.gov/cgh/consumerfacts/cipa.html E§5C.AT|0N






Basic Component of a CIPA-
Compliant Internet Safety Policy:

-

Applies to both minors and adults.

2. Specifiy use of filtering mechanism
as well as conditions/procedures for
disabling or making it less
restrictive.

3. Emphasize staff responsibilities in

supervising online activities. TO DROP DOPAI

4. Address issues regarding safe use
of email and disclosure of personal
iInformation.

E-Ratedos CIPA Policy Pri mer
http://tinyurl.com/42dtlb

Check your state laws http://tinyurl.com/2bzw5d
(I'lT'1T T nol s 1 sr



Di sabl

We decline to promulgate rules mandating how

should implement these provisions.

entities
Federal

~S

Il ng the filters for nBo

y-imposed rules directing schoo

and

library staff when to disable technology protection

measures would likely be overbroad anc
Imprecise, potentially c

confusing schools and libraries about the

requirements of the statute. We

eave suchn

nilling speech, or otherwise

determinations to the local communities, whom we
to be most knowledgeable about the
varying circumstances of schools and libraries in

believe

those communities.

Corrected Report & Order,
paragraph 53,
via http://tinyurl.com/6zgxux




Is it schools’
responsibility to
prepare kids for

their future or
1S It not?

Scott Mcleod DISCOVEry
http://tinyurl.com/362dvq EéCATION



Emphasis on
collaborative and
planned activities

Adult Monitoring

Bring different

Tools for student students fogether

expression

NSBA Report on Social Networking http://tinyurl.com/3yzsiq W
EDUCATION



How do we get there?



Building a profile
Commenting on a blog
Posting on a blog
Publishing their own blog
Collaborating on a wiki
Microblogging

Live broadcasting

Airing a podcast

Sharing photos

Releasing digital stories

Asynchronus presenting




Grade 12

Grade 7

Discovery

=i
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Ed-Safe Alternatives O Elgg.net

Skype username

-
alex.ragone &) Skype me!

Interests

Blogging, Drawing, Educational Technology, Information Literacy,
Instructional Strateqgies that Wark, Media Literacy, Mountain Biking, Open
Source, Photography, Podoasting, Psychology, Read/Write Web, Reading to
my Kids, SmartBoards, Understanding By Design, Web 2.0, Web Design,
Wwebcasting

Likes
Being a Change Agent, Cluetrain, Learning, learning about different cultures,

Music, My Kids, WPR's On The Media, People, PRI's Speaking of Faith,
Feading, the Beach, Writing

Dislikes

dizhonesty, fish, seafood

Occupation

Educational Technology

agone
| Tags | Resources

2 Education

Technologist

Blog
Personal blog {R55)
Wehlog Archive

Friends blog

Files
File Storage ({3 files)

(RSS)

Owned communities

EdTechTalk

Community memberships

NYCIST !

EDUCATION



mguhlin.wikispaces.com/walledgarden

Creating the Walled Garden: Setting Up Web 2.0 Apps on School District Servers [,r Edit This Pm]

Criginal List Compiled by Miguel Guhlin

Table of Contents
Creating the Walled Garden: Setting
Up Web 2.0 Apps on School District
SEMES

Cluote to Ponder

Blogging Tools

Wikis

Content Management Systems
Image Gallery with Tagging and
R55 Publishing Enahled
Dnline Discussion Board
Freguently Asked Questions
Cnline Survey Tool

Dnline Radio

Calendar Management with E5S
Support

Note: Please feel free to contribute to this list!
Social Bookmarking Tools

Social Metwarking
Maintaining Email Lists
Bulk Emailing Software

Fead the PHP only, no database version of this article

My SCL Backup Tools
Quote to Ponder
We live i h | blish &t will. Rel is and will increasingly be a function of digital Sfice Loolg
B we.lr?.an era where people can pu |§ at will. Re Eﬁjrance is and wi mt:reas?ng vy be a function of digita el T Uil i Oiliey AT
accessibility. You want to be relevant? Give away your ideas. Want to become irrelevant? Create a walled garden
Fages

that keeps out moare peaople than it lets in. You'll be sure to limit your audience, and therefore reduce your

ralavuamnecra and Antartial irrract Al Fhe owvmEld ClRarian deaas Ble vobat e letaraat weae fAnmadad fer oand wwebat i e



EdSafe Alternatives - Ning

[@ teachd? B & rews Saarch

CLASSROOM 2.0

e 1Y FAGE  MWEMEBERS  VIDEOS PHOTOS  FORUM  GROUPS  INWVITE

Other Good Sites for Newbies: WELCOFE! Hello, teachd? (sign out
Just learning ahoutWeh 2.0 tools in Welcome to www.Classroomz20.com, the social netwarking site devoted to A% My Friends (lnvite Mare)
the classroom? Here are some good thoze interested in the practical application of computer technology {especially & Edit My Profile
starglng links: o [=T] 2:0) inthe classroam and in their own professiqnal devel.npment.. @ Change My Profile Phato
m LIg55ro0m 2. 1k E=pecially we hope that those who feel they are "beginners” will find this a 5 My Network Settings
= SupporBlogging! comfartable place to start being a part ofthe community dialog and to learn
m |nfinite Thinking Machine mare.
® 200F K120nline Conference m Policy on commercial solicitations
= Educational Wikis Once you join, please introduce yourself by going here dhe introductory forum = Clagsroom 2.0 Chat Room
= Coming of Age message). = Howtoingert HTML code
= Yideos an'Weh 2.0 m How to upload TeacherTube videos
m How ta track all forum discussions
Members and replies

Classroom 2.0 Starter Guide HEE- EE . B .E |(|2 COMPUTER5“
-Hever posted anmything online . a a ® R ﬂﬂ' P .“@ P For Schools, Libraries and Mon Profits
hefore? Consider reoising to

someone else's FORUM or BLOG | | > Y '

Fasre oA 38N

- = M o

Aant to start a discussion? Create

EDUCATION



Chris Craft's Page

Chris Craft

Is your friend
[ Send a Message

View Chris Craft's...
Discussions (12)

Chris Craft's Profile

Chris Craft (crafty184)
United States

Hometown:
Columbia, SC

Blog:
wiww.crucialthought.com

4% Share This

Chris Craft's Friends

-

vis : 3 . *
§ () .
L )
3 i X /) ‘
\ i
;
\ Zs
[ /
i
3 ; \
12197 : %
Wil % -
i ;

£IRSS View All A

Comment Wall {1 comment)

Leave a Cormnment for Chris Craft

Supports text, embedded videos, photos, and widgets

1 Add Comment }

Can be
completely
private

No links to
other
networks

Can use your
own domain
name

E%ECATION



Ed-Safe Alternatives O TakingitGlobal.org

i+ Home : Make Connections : Member Profiles : Mosesdpeace

&b Issues of Interest

*  Useris Online.
Mosesdpeace - .
) ser Joined: Qct 18, 2006 a )
Moses @ Active Rank: 20 } o Consumerizm & Pollution
LastLogin: Oct19, 2006 o Ethnicity & Race
= Fitness & Sport
= Gender
o HAAIDS
Title and Organization: Mermmber, Center For Social Cancerns o Intellectual Property
i o Labour Rights
GHCE S HED2 A o Multinational Corporations & Corporate Soc
Location: Landaon, Ontario o Meocolonialism & Imperialism
= Palitical Thought
Country of Residence: 1+0 Canada o Poverty
.|y = Religion & Spiritualiy
CounuRIEE e 12 o Slavery & Human Trafficking
Citizenships: Uganda = Wiar Children
Languages: English , Swahili
g Friends

5579 Add Friend

Wehsite: IO hitpimosesdpeace blogspot.cormf

MSHN Messenger: 2 going_homeZjc@hotmail.com ﬂ H

TIG Messenger: ﬂ? Send Mozes a Message

& Abhout Me

My mother (RIPY always reminded me that 'charity begins at home." When the day is far
spent, this one guestion lingers anin my mind: "Found The Answer?"\When | came o
Canada from Uganda, my life changed completely! | came hecause |was ‘fortunate,’ not
fuite special, huttruly one in a million. | came because lwas loved. | believe | came

hecause .. well, GOD planned it sol E CAHON
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Making it Work

A Des Moines, lowa

A Students create
both online
portfolios for
colleges and
employers to find.

A Search for
themselves to see
what admissions
will find about
them.

Tips

A Donot | ie

A Be Professional

A Show off and stay current
A Censor yourself and friends

A Edit, spell check and proofread
Des Moines Register, July 19, 2007

n
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BeRecruited.Com

COMMITTED: This athlete updated her account status on har 3rd, 2008,
Christine informed us that she committed to play field hocley at Slippery Rock
University of Pennsylvania.

Christine Willmott """ "*7F!F
Buffalo Grove, IL

School: Adlai E Stevenson High School Sport:  field hockey
Coach: Janette Eichfeld Height: 5'4"
Class: 2008 Weight: 135 |bs.

Potential Major: Environmental Education

Personal Academics Athletics Fhotos
Full Name: Christine Willrmott
Athlete Sex: Female
Date of Birth: March 26, 1939
Graduates: Class of 2003
Enrcliment: Fall 2003

Additional Personal Information

i will be going to the msu th camp from july 22 to july 26

EDUCATION
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o Tim Tyson



Marco Torres O Making it Meaningful

n
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Make it work for you

Colleges adapting to the MySpace age

Despite some pitfalls, social networking sites can be a golden marketing weapon.

Ermily Badger
Sentinel Staff Wwriter

My Blog Is My Resume

Recruiting the Web 2.0 generation

Corporate recruiters turn to networking sites to
find executives

Chad Graham
The Arizona Republic

E%iCATION



Policies and Problems
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$84,000,000 of
protection

ecracked 1

nFil ters aren't
bigger issues anyway.

Cyber bullying, educating children
on how to protect themselves

and their privacy are the first
problems I'd fix.

They really need to develop a
youth-involved forum to
discuss some of these

problems and ideas for fixing
t hem. o

Tom Wood, 16




Develop an informative program or seminar for
students on the dangers of online predators.

Explain the permanent connectedness of the
Internet.

Give a good reason for why web sites are blocked.

If you monitor students' social networking profiles,
don't try to hide it.

Kevin Walter, 12t Grader
The Admin Pages: http://tinyurl.com/3dgdy8

| graduate in...

217 days, 0 hours, 25

minutes, 35 seconds



Virginia Requires Internet
Safety Integration

IDEAS FOR INTEGRATING

INTERNET SAFETY

[N ST ESC LR R C BNV

http: //imyurl com/6|kg4d Vs



Elementary

K.8, 1.10, 2.10, 3.10
When studying rules and responsibilities, the division’s Internet safety rules may be used as an example.

Safety Tips with Officer Buckle and Gloria
http:/fwww.readwritethink.org/lessons/lesson_view.asp?id=1019

This lesson inspires students to think and write about safety rules. Internet safety easily can be
incorporated into this lesson.

Middle

6.1, LS.1, PS.1
If students are using online tools for written communications, address the general safety issues (page 1)
appropriate for this age group.

Don't be Fooled by a Photograph

http:/ fwww.nationalgeographic.com/xpeditions/lessons/03/¢68/hoaxphoto.html

This lesson, based on a doctored photograph of a shark, can help students understand that not all they
see online is true.

High

9.6,10.7, 11.7, 12.7
When writing, students can use Internet safety as a topic.

Paying Attention to Technology: Exploring a Fictional Technology
http:/fwwww.readwritethink.org/lessons/lesson_view.asp?id=323
Students use fiction to explore their assumptions about technology.

Paying Attention to Technology: Writing Technology Autobiographies
http:/fwwww.readwritethink.org/lessons/lesson_view.asp?id=325
Students focus on their personal uses of technoloey and how these affect their lives.,



Horizon Project

5 Classrooms
58 Students
3 Weeks

EEECATION



Horizon Project

Tools used:

Blogger, Eduspaces, Wikispaces,
YouTube, TeacherTube, Skype,
Del.icio.us, Google Notebook, Facebook,
MySpace, Firefox, Meebo, Flickr,
Camstudio, Twitter, SecondLlife,
SlideShare, Elluminate, Grazr,
Clustermap, Aireset, Skypechat, Gcast,
Prettymay, Flash, Photostory,
Moviemaker, Odeo

n
E§§CATION



Central Bucks Collaborative Simulation

Central Bucks Technology Corporation - Collaborative Simulation D Protected |
Scenario Table of Contents
fou are employees of the Central Bucks Technology Carparation. CETC, like many other international Central Bucks Technaology
businesses, is in the process of restructuring in an effort to maximize prafits for its sharehalders and Corporation - Collaborative
rernain competitive in an increasingly global marketplace. CETC has decided to relocate its Research Simulation
and Development Divigion to South Karea, whose corporate business climate, reputation as a global SCENAro
technology leader, and the willingness of its citizen to work for less compensation than their American Task
peers, creates favorable conditions that may allow the campany to remain profitable and competitive in Team Leadership Rales
the global economy. Budret
Dwtsourcing Project Tasks
Tools
Task Maving Abroad / Transition
While none of you will be making the mave to South Korea, you have been assigned to the CBTC RESHRiCES

transition team to support those American warkers who will be relocated to CBETC's South Karean R&D

Division. ¥ou will be competing against the other transition teams to develop the most effective and complete product. Your final products will
be reviewed by outside experts and the winning team will retain their jobs and and be awarded bonuses for their effarts. Emplayees aof the
other teams will find their positions eliminated in CBTC's corporate restructuring.

Your job will include developing the following resources to facilitate the transition for the American expatriate workers:

EDUCATION



Central Bucks Collaborative Simulation

Holicong Middle School & Protected J

Consent for Your Child to Participate in Online Collaborations - Including Blogs. Wikis.
Fodcasts, Discussion Boards
Onling Collaborations Consent Form. pdf

The staff at Holicang Middle School feels that proper use of the Internet and its resources is an essential component of the learning pracess.
Clur mission statement states that "integrating technology is recognized as essential to educational growth” and "the use of technology is a
driving force in education and communication.” In addition, the Central Bucks School District goals include "lmplementing distance learing,
online courses, and network based collaboration tools for students and staff.”

In order to fulfill these mission statements and effectively integrate the 21st century technologies that students are using, we are pilating the
use of online discussion boards, social bookmarking, podcasts, learning networks, wikis, and blogs as educational toals. The ability to use
the Internet as a communication and learming tool is an essential life skill that all students should possess in the 215t century. As a result, we
selected the use of discussion boards, social bookmarking, podcasts, leaming networks, wikis, and blogs for the following reasans:

* Discussion boards, social bookmarking, podcasts, learning netwarks, wikis, and blogs are often used in college courses and
ernployrment for the dissemination of information and assignments.

¢ Paricipation allows students to collaborate, communication, create, and contextualize learning with their classmates and teachers in
an authentic and respectful way.

http://onlineconnections.wikispaces.com/onlinepermissions D
EDUCATION



| Cliquer ici
s pour Connaltre
© notre crédo
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Science Leadership Academy

Mission
Admissions

Teach @ =LA
Moaodle

Orupal (Dur blogs)
aLA Library
Counseling @@ SLA
Parent Portal
Student Web Sites
COnline Mewspaper
The Museum Experience
Activities
Leadership
Curriculum

Faculty & Staff
summer Institute
Contact Infarmation

aLA Gallery

SLA Acceptable Use Policy

We live in a changing world, where we have more and faster access
to information than ever before. Students now can be both
consumers and produce
new technologies, students will have opportunities to learn and
create like never hefore, but with those opportunities do come new
responsibilities.

Sgpon
EDUCATION



Science Leadership Academy

Mission
Admissions

Teach @ =LA
Moaodle

Orupal (Dur blogs)
aLA Library
Counseling @@ SLA
Parent Portal
Student Web Sites
COnline Mewspaper
The Museum Experience
Activities
Leadership
Curriculum

Faculty & Staff
summer Institute
Contact Infarmation

aLA Gallery

Students who do not follow the policies in this document may be
subject to disciplinary action including possible loss of computer
privileges.

A Warninge

Off-line, there are many people that you can make friends with
and learn from, and yet there also some people who would do
you harm. The same is true of the online world; while most
people are quite like you, some individuals out there have bad
Intentions. The School District of Philadelphia has internet filters
and security to prevent harmful pages from getting through, but
no filter is perfect. We trust that you will make the right choices
In who you interact with and where you go online and will avoid
potential predators. Making good decisions is key to keeping
yourself safe.



ARAPAHOE”” SICINI0I0)

A The use of blogs is
considered an extension
of your classroom.

A Blogs are used primarily
as learning tools

A Blogs are about ideas
A Try not to generalize
A Blogs are public

A Blog safely

A Personal blogs on
Blogger must follow these
guidelines

A Never link to something
without reading the entire
article

A Cite the source of quotes

A Make images are
appropriate for use in
school and copyright laws
are followed

Discovery
EDUCATION



Leorning Hubs One to One Learning

eéThe smartphone devi ce:
available, unsecured wireless network, and these may not have any form
of Internet filtering, firewall or virus protection. It is important therefore
to only connect to trusted wireless networks that you are sure have
appropriate Internet filtering, virus protection and suitable firewalls
installed.

It is ultimately the responsibility of the parent to ensure their child does
not access inappropriate content via any other network.



St“dentg,chievement The School District of

Osceola County, FL

Podcasting in the School District of Osceola County - SDOC

Podcast Forms

@ how to podcast = podcastworkshops = podcast forms = contact = home
"Podcasting enharces All SDOC employees creating podcasts pertaining to their
haring in the Digital Age." department, school, or classroom,

must be familiar with the following three forms.

-~

<l

SDOC Podcast Forms Awareness Test W
http:/ /tinyurl.com/547yjc EDUCATION

SDOC - Podcasting Guidelines

SDOC - Podcasting Rubric

SDOC Podcasting Approval Form




Studenté‘_c‘hievement The School District of
, ~ Osceola County, FL

Y-

vou have 02 :00:00 Ieft
spDOC Pﬂdcagting Forms Test Answers will be auto-submitted when time expires,

Any employee of the School Districk of Osceola County must score a 100% on the following guiz
before being allowed to sign up for the SDOC Podcasting Certification Class,

1, After creating a Podcast that is school ar district related, the Podcast may be stored on
a server at school, horme, or with an outside internet provider, (5 points)
= True
" False

2. Only Podcasts that reflect educational, technological, aor comrunity information about
the schiool, classroom, or department can be published, (S points)

& True
= False

3. all Podcasts must be designed by someone who has attended the SDOC Podcast
certification training. (S points)
 True
" Falze

4, Designers of Podcasts must be identified as the designer somewhere in the introduction
of the Podcast, (5 points)

£ True
{~ False



flickr

Flickr Community Guidelines

What to do

+ Do play nice.
We're a community of many types of people, who all have the right to feel comfortable and who may not
think what you think, believe what you believe or see whatyou see. 50, he polite and respectful in your
interactions with other members.

+ Do upload photos that you've taken.
Respectthe copyright of others. This means don't steal photographs that other people have taken and
pass them off as your own. (That's what favarites are for)

+ Do moderate your content.
You need to take responsibility for ensuring that what you upload is appropriately flagoed. [Fyour
judgment proves to be poor, we'll moderate your account to match appropriate ratings for safe search
andior content type and send you a warning.

http:/ /flickr.com/guidelines.gne
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Other Resources

http://k12wiki.wikispaces.com/Social+Networking+Acceptable+Use
http://movingforward.wikispaces.com/
http://supporthlogging.com/
http: //www.budtheteacher.com/wiki
http://edubuzz.pbwiki.com/socialmediapupil

http: //ad4dcss.wikispaces.com
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Steve Dembo

Presentation available @
Blog.DiscoveryEducation.com/Digital_Passports

Steve_ Dembo@Discovery.com
Community.DiscoveryEducation.com
Teach42.com




